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THE BUSINESS CHALLENGES OF GDPR COMPLIANCE

CHALLENGES

Structured and unstructured data
IS growing exponentially

Threat surface continues to grow
and evolve

Attackers are becoming more
sophisticated

Controllers and Processors (3™
Party Vendors) share equal
responsibility




KEY GDPR REQUIREMENTS — WHAT YOU NEED TO DO

Article 25 Data protection by » PROTECT ACCESS to sensitive personal
Article 32 (2) design and by default data

icl Notification of a Detect and RESPOND RAPIDLY to
Article 33 personal data breach breaches early in the attack lifecycle

: Data protection impact ASSESS RISK and test the effectiveness of
Article 35 assessment » data protection processes

Article 82 Protec_tion from non- » DEMONSTRATE COMPLIANCE and prove you
rticle compliance have the necessary security controls in place
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AN ATTACKER MUST OBTAIN INSIDER CREDENTIALS

“APT intruders...prefer to
leverage privileged accounts

“...100% of breaches where possible, such as Domain
involved stolen Administrators, service accounts
credentials.” with Domain privileges, local

Administratoraccounts, and
privileged user accounts.”

Mandiant, M-Trends and APT1 Report
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DEFAULT PROTECTION PERSONAL DATA

Lock Down |Isolate & Control
Credentials Sessions
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Protect privileged Prevent malware
passwords and attacks and control
SSH keys privileged access
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Continuously
Monitor
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Implement continuous
monitoring across all
privileged accounts



KEY GDPR REQUIREMENTS — WHAT YOU NEED TO DO

Article 33 Notification of a Detect and RESPOND RAPIDLY to
rticle personal data breach breaches early in the attack lifecycle




“p3 (a) Nature of personal data breach

(c) Consequences of the breach

(d) Measures Taken to address the breach “




COLLECT AND ANALYZE THE RIGHT DATA
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ALERT & RESPONSE
ON SUSPICIOUS ACTIVITY AND BEHAVIOR

« Enable Security teams to prioritize alerts:
v Score based risk severity
v Granular details about the specific attack
v Easy to review by dashboard, email or SIEM

« Automatic response improves security posture
and mitigates the risk:

v Auto credential rotation

v Auto on-boarding of privileged accounts

v" Minimize damage by stopping attack early

v" High risk session termination (Auto or
Manual)




KEY GDPR REQUIREMENTS — WHAT YOU NEED TO DO

Article 35 Data protection impact ASSESS RISK and test the effectiveness of
rticle assessment data protection processes




COMMON TYPES OF RISK ASSESSMENT

VULNERABILITY ASSESMENTS

PENETRATION TESTING

RED TEAMING



BENEFITS OF CYBERARK RISK ASSESSMENT
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Measure the Uncover ldentify
Risk of Critical Known Strengths and
Assets Vulnerabilities Weaknesses

Measure
Improvement
Over Time



KEY GDPR REQUIREMENTS — WHAT YOU NEED TO DO

Article 82 Protegtion from non- DEMONSTRATE COMPLIANCE and prove you
rticle compliance have the necessary security controls in place




PRIVILEGED ACCESS SECURITY (PAS) IS KEY TO COMPLIANCE

1. Protect Access 2. Respond 3. Assess Risk 4.Demonstrate

Human User Machine User
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Security works as a Team

CYBERARK' C3 Alliance
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